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[ Abstract] The attribution of cyber attacks under international law is an important and
complicated issue, due mainly to the anonymous and private nature of most cyber attacks. In re-
cent years, scholars from western countries have paid more and more attention to this issue, and
have made various proposals to loosen and even abolish the existing attribution standards in in-
ternational law, so as to facilitate the attribution of cyber attacks to states which arguably should
be responsible. However, these proposals, while emphasizing the need of attacked states to en-
sure their cyber security, are largely biased and unfounded, in that they ignore the potential risk
for innocent states to be unduly held responsible. The precondition of establishing state respon-
sibility for cyber attacks is responsible attribution in accordance with international law so that,
on the one hand, states actually engaged in cyber attacks are not be allowed to escape interna-
tional responsibility and, on the other hand, the scope of state responsibility is not improperly
expanded to negatively affect innocent states. In this respect, the attribution rules in the UN In-
ternational Law Commission’s 2001 Articles on State Responsibility have an indispensable role

to play in the attribution of cyber attacks under international law.
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